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Installing the Web Client Server
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Introduction

Deliverables

&

This chapter provides detailed ingtructions for installing and configuring the components of
the Web Client and ServerEvents on the Web Server. Thisisatechnical chapter aimed at
system administrators.

Thefollowing isincluded:

1 CD-ROM labeled eCyborg Web Client 5.2
1 Installing and Configuring The Web Client and Server Events 5.2
(this guide)

Refer to Directory Contents for detailed information on scripts used and programs
installed during the installation and the purposes they serve.

Web Client considerations

When setting up the Web Client Server, you should consider the following:

Installing the Web Application Server
The only option for installing the Web Application Server:

= Installing The Web Application on a Windows server utilizing 11S and using thisto
access The Solution Series Server on UNIX, Windows, or zZ/OS.

Running the Web Client or ServerEvents with Interactive Workforce
If you intend to install the Web Client and Interactive Workforce on the same web server,
proceed as follows:

Install JIDK from the Sun website

Install ServletExec from Solution Series media and create a ServletExec instance
Install the Web Client or Server Events using the ServletExec instance that you created
When you install Interactive Workforce (from the media) create a new ServletExec
instance exclusively for its own use

If you already have installed the Web Client on a Windows server (running ServletExec as
the Servlet Engine) and decide later to install Interactive Workforce, you need to perform
the following:

= |nstall Interactive Workforce using a separate instance of ServietExec
= Test the Installation of the Web Client and I nteractive Workforce

Y ou could a'so decide to run both Interactive Workforce and Web Client using the same
instance of ServletExec, however this method is NOT recommended.

The recommended method of using separate instances (one for Interactive Workforce and
the other for Web Client/Server Events) will provide the capability of stopping the
ServletExec instance used by one application (for example, Web Client) without affecting

Copyright © 1980 — 2006 Hewitt Associates LLC



Chapter 1—Installing the Web Client Server

the other application (Interactive Workforce). Thisis helpful when you need to perform
maintenance without affecting the other application.

Session timeout

If auser is accessing the system via a publicly accessible client computer and they walk
away from a session leaving it open, then there is arisk that someone else may come along
and tamper with the data. In order to help secure the system against such tampering, you
should set a Timeout to close a session after one has been inactive for an appropriate
amount of time.

The duration of the timeout should be based on the implementation. For example, an
implementation that is set up for employees to access the Web Client at home viathe
Internet should have a shorter time, while an implementation setup strictly for access over a
network might have alonger time.

There is a session timeout that can be set in the Web Client software. To enable this timeout
setting, open the following file:

.\ServletExec_AS\<instancename>\ServletExecData\default\eCyborg\WAR\webclient\login.jsp

and set the following parameter:

session.setMaxlnactivelnterval(xxxx);

where X is the number of seconds a session will remain inactive before being shut down.
The default is set for 1200 seconds (20 minutes).

Secure Socket Layers (SSL)

If the Web Client is going to be set up for home use by employees over the Internet, it is
recommended that you secure the system using Secure Socket Layers (SSL) to encrypt
transmitted data. SSL can be implemented through a provider such as Verisign.

Encryption between Web Client Server and Solution Series Server
If the Web Client server resides on adifferent machine than the Solution Series Server, it is
recommended that you encrypt the data that flows between the two.

Copyright © 1980 — 2006 Hewitt Associates LLC 5
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Complete Product Installation Overview
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CHAPTER 2

Installing the Web Client Server on a Windows
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Install Web Client server files

Note:

Install ServletExec

Note:

Insert the CD-ROM into The Web Application Server machine. The "Getting Started" page
automatically appears. Scroll through the page, then click on the following link to start the
autoinstall:

Install Web Client with Admin pages

If you are installing the media using Terminal Server, the "Getting Sarted" page will not
display. Accessthe CD ROM drive to view the " Getting Started” page.

If you do not already have ServletExec installed on your machine, follow the directions
below to install it. If you have ServletExec already installed on your system please Refer to
Appendix A: Multiple installations of ServietExec (on page 41) for instructions on
installing a new instance of ServletExec specific to your Web Client installation.

For theinitial installation, ServietExec isinstalled in 'Unregistered’ mode. Whilein
Unregistered mode, ServietExec is limited to processing three (3) concurrent client
requests. The supplied ServietExec license must be applied to allow for more than the 3
concurrent users to connect.

Insert your Solution Series CD ROM

Click 'Install ServletExec 5.0'
On the Installation CD instructions that display, click 'Install ServlietExec.'

If you are installing the media using Terminal Server, the "Getting Started” page will not
display. Access the CD ROM drive to view the " Getting Sarted" page.

Click Next
Click the Next button to continue with the install

Select Setup Type
Select the option 'Install a ServletExec AS Instance' and click Next to continue.

Click Yes
Click the Y es button to accept the License Agreement

Click Next to continue
Click the Next button to continue with the install

Choose the destination folder
It is not required but recommended that you install the application in the default directory.

C:\Program Files\New Atlanta\ServietExec AS

Enter Servlet Exec Instance Name

Enter a name to uniquely identify the ServletExec Application Server instance and click
Next to continue.
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Chapter 2—Installing the Web Client Server on a Windows server

10.

11.

12.

13.

14.

15.

16.

17.

Select the setup type
Select 'Microsoft 11S or PWS' setup type and click Next to continue.

Click OK
Click OK on the dialog indicating that I SS admin will be shut down.

Choose destination location for servlet adapter
Enter the path for the location of the ServletExec adapter.dil and click Next to continue.

Enter the port number
Enter the port number you wish this ServletExec instance to use. Y ou may choose any port,
but accepting the suggested default port is recommended.

Click Next to confirm installation
Click Next at the confirmation dialog to complete the installation.

Enter username and password

Enter the username and password for this ServletExec instance to control access to the
administration pages. Thisis the username and password that users will be prompted to
enter when attempting to access the administration pages. Click the Next button to continue
with the install

Click Yes

In the dialog box that asksif you want to install the ServletExec instance asan NT service,
click Yes.

Click OK
Click OK on the information dialog that appears.

Click Finish
Click Finish to complete the installation of ServletExec.

Copyright © 1980 — 2006 Hewitt Associates LLC 9
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Unzip the Web Server .war files

Unzip the eCyborg .war filesto the Windows-based Web Application Server machine.
Extract the following files:

= eCyborg.war
= eCyborgHelp.war

Thefiles should be copied into the following filepath:

.\<ServletExec install dir>\<instancename>\webapps\default

where <instancename> is the name of the ServletExec instance that you installed.

10
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Chapter 2—Installing the Web Client Server on a Windows server

Configure the new instance of ServletExec

The configure the new instance, perform the following steps:

Access the Services applet
Make the following selections:

Start > Settings P> Control Panel P> Administrative Tools P> Services

The Services control panel appears.

Open the ServletExec Service dialog

While still in the Services dialog, right-click on the appropriate instance of entry in the
Serviceslist box:

ServletExec<Instance_Name>

Select Properties to open the ServletExec Service dialog.

Shut down newly created instance of ServletExec
If the service is running, select the ServletExec instance, right-click and select Stop.

Select Automatic
Click the arrow for Startup Type, and select Automatic from the drop-down list.

Click OK

Shut down and restart the World Wide Web Publishing Service
Select the World Wide Web Publishing Service, right-click and select Stop. The status
indicates that the service is stopped. Restart the service by selecting World Wide Web
Publishing Service, right clicking and selecting Start.

Copyright © 1980 — 2006 Hewitt Associates LLC 11
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Start the servlet engine

Perform the following steps:

1. Access the Services applet
Access the Services control panel by making the following selections:

Start > Settings P> Control Panel P> Administrative Tools P> Services

The Services control panel appears.

2. Restart the instance of ServletExec

Select the instance of ServietExec, right-click and select Start. When you start the servlet
engine during theinstall, it expands the .war files to create the files needed for running the
eCyborg Web Client.

In ServletExec, the eCyborg Web Client files will be expanded into the following directory:
.\SerlvetExecData\default\eCyborg\war

Important! Depending on the speed of the microprocessor in the server, it might take 15 to 20 minutes or more for
the filesto completely expand. Please be patient and wait for the expansion to complete before trying to access the
Web Client. To ensure that the expansion is complete, you may check to seeif the directories listed above have been
created and popul ated.

12 Copyright © 1980 — 2006 Hewitt Associates LLC



Chapter 2—Installing the Web Client Server on a Windows server

Configure the environments properties file

Note:

Theinstall files you downloaded contain web pages to help you through the process of
adding environment parameters to the environments.properties file. Each page has detailed
information for all the available fields.

Access the Web Client administrator page
On your browser, enter the URL for the web client administrator pages, for example:

http://<hostname>/eCyborg

Replace <hostname> with the name of the Web Server machine. The system displays the
Web Client Administrator page.

After theinitial access and setup of the environment properties, you may want to replace
the eCyborg.war file with the delivered alternative .war file that omits the administrator
pages for security reasons. Refer to Appendix B: eCyborg.war filereplacement (on page
45) for the procedure.

Log onto the Web Client
Leave the Password field blank, and click Continue.

Change the administrator password

Thefirst time you log on, you must change the password. Enter and confirm the new
password for the web client administrator. This password is required to add, modify, and
remove connections to the Web Client application. Once you have set the password, click
OK.

Set Up Administrator Password
Ll this page to seb up 8 rew Administrator Passward, This password s required to
add, modify, and remove connections to the Web Client application

Mew Password |

Retype Password: |

O

Instructions
New Password: 4 new administrator password is required to use the Web Client
administrator pages
Retype For confirmation, retype your rnew administrator password
Password:

Copyright © 1980 — 2006 Hewitt Associates LLC 13
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4, Create a Web Client connection
Click New to create a new Web Client Connection.

Web Client Connections
Use this page to create, modify, or remove a connection batween a Web Client
and the eCyborg Application Sefver

Instructions

Mew: Click Mew to create a new connection. The system displays the Add MNew
Cormaction page

Modify: Select a connection, and click Modify bo modify an existing connection
configuration. The system displays the parameters for the connection,

Remowe: Select a connection, and click Remowve to remove It. The system dalates
all the properties for that connection,

5. Select the type of service
Select Cyborg Application Broker from the drop down list if the connection isto a z/OS
server. Select Cyborg Application Server from the drop down list if the connection is to any
server that is not zOS.

Add New Connection
Select the type of service and create a unigue name for the connection.

e S
-‘J.ame.l Cadeiwl

Instructions

Type: Select Cyiborg Application Broker if the comnection is to an 05/200.
Select Cyiborg Application Server iF thi conriction is 1o sy other type of
sarvar,

Mame: Enter a name for the rew connection conf gure‘:i-;ﬂ. Create a unique mame fior
each conmection with enough information to easily identify the purpose of
the connection (for example, eCyborg Test)

14 Copyright © 1980 — 2006 Hewitt Associates LLC



Chapter 2—Installing the Web Client Server on a Windows server

Enter a name to identify the environment
Enter a name to identify the environment. The name should describe the environment you
are connecting to. This name will appear on the log on page. For example:

Default=eCyborg 5.2 Default Environment
52test=eCyborg 5.2 Test Environment
52prod=eCyborg 5.2 Production Environment

Enter the connection properties for the Web Client connection

Enter the connection properties for the environment. The following parameters must be
defined:

Parameter Definition Example Value

Host Hostname or IP HOSTNAME
address of

application server
Port Port for CAS 9888
connections
Environment Solution Series Cyborg52
environment as
defined in CAS

Copyright © 1980 — 2006 Hewitt Associates LLC 15
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Test the Web Server

Access the Web Client from aremote PC
From another PC, access eCyborg Web Client by opening a browser and accessing the
following URL.:

http://<hostname>/eCybhorg/webclient

Replace hostname with the name of the Web Server machine. For testing purposes, you
may log on using the S.O. user and password.

Theinitia logon to the Web Client may take some time, as the system needsto set up a
number of files during thisfirst access.

Important!: Make sure you are viewing the most up-to-date information in your browser by refreshing your display

regularly. Until you refresh, your browser will continue to display the current version in cache even if the information
on the web server has been updated.

16 Copyright © 1980 — 2006 Hewitt Associates LLC
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PART 2

Installing Server Events for Web Client 5.2
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Introduction

Deliverables

This chapter provides detailed ingtructions for installing and configuring the Server Events
functionality.

By setting up server events you can trigger letters and emails automatically from any of the
Web Applications and the Windows client. Emails will be sent when generated, and | etters
will be queued on the server for viewing through abrowser. Thisis atechnical chapter
aimed at system administrators.

Thefollowing isincluded:

1 The Solution Series 5.2 CD ROM
1 Installing and Configuring The Web Client and Server Events 5.2
(this guide)

Definition of Terms

This section is provided to explain terms used in this chapter.

Client-based event

An event that istriggered and executed viathe Admin Client and not by any other client or
external process.

Environments
Connections established in the Connection Editor.

Server-based event
An event that is executed by a Windows Service, not by the administrative client. These

events are designed to work for al clients and use the Pending Trigger records to execute
an event.

20
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Phase 1: Install the Files

Install the files

Note:

Note:

Insert the CD-ROM into the Web Application Server machine. The Getting Started page
should open automatically. Scroll through the page, then click the following link to start the
Autolnstall:

Install Server Events
If you are installing the media using Terminal Server, the "Getting Sarted” page will not
display. Accessthe CD ROM drive to view the " Getting Started” page.

Follow the prompts to install the software. When the installation is complete, the following
important files are stored:

»= CybCFG.exe (Connection Editor)

= MessagingTestTool.exe (Messaging Test Tool)

= cyh.cfg (configuration master file)

*  grvevent.war

The Cyb.cfg file will contain all connections available to the back end service.

After configuration of the application to run any of the installed programs, execute the
following:

Start > Programs P> Solution Series 5.2 Server Events

Select the program you want to run:

= Connection Editor
= Cyborg Events
= Messaging Test Tool

Copyright © 1980 — 2006 Hewitt Associates LLC 21
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Phase 2: Create and Configure Event Service User
Accounts

Configure a new user account for the Server Events Service

Important!: Y ou must be logged on to the web application server machine with an account that has administrative
privileges to perform the following steps.
Follow these steps to configure a new user account for the Server Events Service:

1. Create a new user account
To access the New User diadog box from the Control Panel, execute the following:

Start > Settings P> Control Panel P> Administrative Tools P> Computer
Management P> Local Users and Groups > Users

1. Right-click on Users and select New User.
The New User dialog opens.

hewuser 20|

User name: I

Full name: I

Dezcriptior: I

Pasaword: I

LConfirm password: I

V¥ User must change password at nest logon
| Uzer cannat change passwarnd

I | Fassword never expires

™ Account is disabled

Create I Cloze |

Enter the user name (for example, <eventuser>) and description.
Clear the 'User must change password at next logon' checkbox.
Check the 'Password never expires checkbox.

Configure a user password.

arwd

Note: It isimportant to set up a password becauseit will be required later by the Server Events
Service. Note the use of upper and lower casein your password.

6. Click Create on the New User dialog to establish the account. When you exit the New
User diaog, the new user account appears in the Computer Management window.

22 Copyright © 1980 — 2006 Hewitt Associates LLC
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Configure user rights for the new account

The Server Events Service requires that the new user account be granted the following

right:

= Logonasaservice

1. To grant thisright, execute the following:

Start > Settings P> Control Panel P> Administrative Tools P> Local Security

Policy

2. Click the Local Policiesfolder, and open the User Rights Assignments folder.

The Local Security Settings window will appear similar to the following example:

Jﬁct\nn Wiew “@ -’“Xl@

5 Local Security Settings

= (=]

Tree I Policy _#

| Local Setting

| Effective Setting

g Security Settings

-8 Account Policies
28 Local Policies

28 audit Policy

IB3F Iser Rights Assig

m Security Options
122 Public Key Polidies
‘g IP Security Policies on

Act as part of the operating system
Add workstations to domain
Eack up files and directories
Eypass traverse checking
Change the system time

Craate a pagefile

Create & hoken object

Create permanent shared objects

Debug programs

Deny logon as & batch job
Deny logon as a service

Deny logon locally

FUrce shutdown from a remote sy...
Generate security audits
Increase quakas

Increase scheduling priority
Load and unload device drivers
Lock pages in memary

Log on as a batch job

Lng 0N &5 & Service

Log on lacally

f|Manage auditing and security log

4 | vl

R81Mndify Firmware envirnnment val s

Access this computer fram the net...

Deny access bo this computer from.,,

Enable computer and user account., .

Everyone,lsets,Po...
SL5301Y5MSChisve..

Backup Operators, ...

Everyone,lsets,Po...
Power Users, Admini,..
Administrators

Admiristrators

Administrators

Administrators,SL53...
Admiristrators
Admiristrators

SLS3%01  Administra...
SL53X01Y5MSClisve...
SL53%01\Guest, Use, .
Administrators

Administratars

Everyone,Users,Po...
SLE3X0115MSClSw, .
CHICAGO-CYE\phb...
Backup Operators,...

Everyone,Users,Pa...
Power Users, Admini, .,

Administrators

Adrninistrators

Administrators

Administrators,5L53...

Adrninistrators
Adrninistrators

SLE3X01YAdministra. ..
SLE3R01YSMSClSwe. .
SLE3R01Guest, Use, .,

Administrators

Administratnrs

3. Select the policy:

= Logonasaservice

Right-click and select Properties...
The Local Security Policy Setting dialog opens

Copyright © 1980 — 2006 Hewitt Associates LLC
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&

~

Click Add User or Group

Click Locations and Select the local computer locations dialog
In the 'Enter the object names to select field', enter the eCyborg
server events user you created

Click OK

Click Apply

Set up user rights for the Administrative account

The Server Events Service requires that the Administrative account be granted the
following right:

= Act as part of the operating system
Follow these steps to set up user rights for the Administrative account used to create the
Cyborg Server Event user in Step 1 of the previous task:

Access the Local Security Policies
To access the Local Security Poalicies, execute the following:

Start > Settings P> Control Panel P> Administrative Tools P> Local Security
Policy

Click the Local Policies folder and open the User Rights Assignments

folder

The Local Security Settings window opens similar to the following example:

R
Jﬂct\on e Hc=-b\\><||§ |
Tree | Policy ~ | Local setting | Effective Setting [ -

Access this computer from the net... Everyone,Users Po...  Everyone,Users,Po...
Act as part of the operating system  5L53X0115MSClSve...  SL53%0115MSCliSwe...

g Security Settings

L& Account Policies

E-{8 Local Policies Add warkstations to domain CHICAGO-CYB\phb. ..
8 Audit Policy Eack up files and directories Backup Operators,...  Backup Operators,...
m Uzer Rights Assig Eypass traverse checking Everyone,Users,Po...  Everyone,Users,Po...
{18 security Options Change the system time Power Users,ddmini...  Power Users, Admini. ..

-] Public Key Polies | 8] Create & pagefils administrators Administratars

‘& 1P security Policies on [&8)create a token obiect

Create permanent shared objects

Debug programs Administrators Administrators
Deny access bo this computer from.. .

Deny lngon as a bateh job
Deny logon as a service
Deny logon locally
Enable computer and user account...
Fnrce shutdown from a remote sy...  Administrakors Administrators
Generate security audits
Increase quotas Administrators,5L53,,,  Administrators,5L53...
Increase scheduling priority Administrators Administrators o
Lnad and unload device drivers Administratars Administrators
Lack pages in memory
Log on as a batch job SL53%01\Administra,..  SLS3x01YAdministra, ..
Lug on as aservice SL53R01\5MSClSve,,,  SLE3R0YSMSClSv, ..
Log on lacally SL53%01\Guest, Use...  SLE3X01YGuest,Use. ..
Manage auditing and security log Administrators Administrators
d ¥ L85 mnctify Fimuare envirnement valies _ Administeators Administratnrs hd

24
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oo

©

Select the Act as part of the operating system policy
Right-click and select Properties...
The Local Security Policy Setting dialog opens.

Click Add User or Group

Click Locations and select the local computer locations dialog
In the 'Enter the object names to select field' enter the eCyborg
server events user you created

Click OK

Click Apply

Copyright © 1980 — 2006 Hewitt Associates LLC 25
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Phase 3: Configure Server Event Service

Log on as the Server Events User
The configuration tasks require that you log onto the server you are installing Server Events

on asthe Server Events service user you created in Phase 2. Use the user name and

password you created.

Configure your email system

Y ou must have an email client installed on the web application server in order to facilitate
email delivery from the back end server to intended recipients. First make sure that an

email systemisinstalled on your server and perform the following step:

= verify an email account has been established and defined for your email system

If you are not sure, contact your email support team.

Email integration

The following table outlines email integration system recommendations:

Email Category Address Book ToolgAdditional software needed
Availability

MAPI (Outlook) Yes

SMTP No

Lotus Notes Yes If Desktop Operating Systemiis

Windows 2000:

B | otus Notes5.0.10 or higher in
the 5.0 series

m Outlook 2000

If Desktop Operating Systemiis

Windows XP Professional:

W | otus Notes 6.x or higher in the
6.X series

B Outlook XP or 2003

B Domino Access for Micro
Outlook (DAMO) that matches
the version of Lotus Notes
version.

Run the Messaging Test Tool

Use the Messaging Test Tool to ensure that the Address Book dialog can be properly

accessed and that an email can be sent. Thisis a separate program packaged with The
Solution Series. Messaging is essential in order for email integration to work properly. To

run the Messaging Test Tool, perform the following steps:
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Launch the Messaging Test Tool
To launch the Messaging Test Tool, execute the following:

Start P> Programs P> Hewitt Associates P> The Solution Series 5.2 Server Events
P> Messaging Test Tool

Messaging Test Tool - Introduction E

The Solution Series Wizard

Thiz wizard will guide vou through the process of establizhing the following information:
1. Whether Windows Messaging is present on pour compiuter.
2. whether you can interact comectly with your email client, by checking that:
® Yoy can view your local and company address books.

® You can successfully send an email

S Click or the Newst buttan ko continue with this ‘wWizard, or click on the

Cancel button to close the Wwizard.

Cancel Help

<Bal |

Click Next
The Messaging Test Tool Wizard asks you to choose your mail client.

Messaging Test Tool - MAPI Selection x|

The Solution Series Wizard

Select the type of mail client you are using to send email
meszages on this machine:

Mail clignt
= Lotus Notes
& Outlook [other)

Cancel Help |
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If you select Lotus Notes, the system prompts you for your Lotus Notes password. Enter
the password.

3. Click Next
The Messaging button appears.

x|
The Solution Series Wizard

Thiz step establishes whether \Windows Meszaging is installed on your computer. Without
‘windows Messaging, vou will not be able to et up any email events in The Solution Series.

Click the Meszaging’ button to verify that “Windows Meszaging is installed:

<Back | et | Cancel | Help |
4, Click Messaging
Messaging is required to provide the system files used by your email package.
5. Click Next
The Addresses button appears.

x|
“ The Solution Series Wizard

Thiz step verifies whether addressing properties have been zet corectly. If these properties are
zet incormectly you may experience difficulties creating email events in The Solution Series.

To set up an email event comectly you will need to be able to access your email address books.

Click the ‘Addresses..." buttan to view the Address Book dialog;

At thiz point in the wizard, if the Address Book dialog displays, you may click ‘0K or

‘Cancel' to dizmiss the dialog without selecting a recipient.

<Back et Cancel Help
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10.

11.

12.

13.

14.

15.

Note:

Click Addresses
If you are using SMTP, the address book will not appear. Y ou must skip to the next section.

If you are not using SMTP, you may get a prompt asking for your email password,
depending on your email system and if you are already logged on to email. The dialog will
list the email addresses in your system. Check them to verify that thisisthe correct listing.

Click OK
Clicking OK will return you to Step 2 of 3in the Messaging Test Tool dialog.

Click Next
The dialog will now prompt you to send atest email. The Subject and Message fields are
editable on this dialog. If you wish to change either of these, you may do so.

Click To
The Address Book dialog will appear, allowing you to select an email address.

Select an address

Thisis the address where the test email will be sent. It is suggested that you use either your
own or another easily accessed address. Thiswill makeit easier to confirm that the email
has been properly sent and received.

Click OK
Thiswill accept the address selection.

Click Send
The Messaging Diagnostics Tools will now send the test email.

Click OK
Thiswill close the dialog.

Click Next
The dialog will display al three steps, indicating whether or not they were completed
successfully.

Click Finish
Thiswill close the Messaging Test Tool.
If you are using Lotus Notes, ensure that the Mail control panel applet has prompted for a

Lotus Notes password and has been entered. The applet must be run as the event user set
up at the beginning of these instructions.

When you are finished with this task, check the inbox of the address to which you sent the
email to verify that the email was received.
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Install ServletExec

10.

11.

12.

13.

If you do not aready have ServletExec installed on your machine, follow the directions
below to install it. If you already have ServletExec installed, it is recommended that you
use the instance that serves the Web Client. It isNOT recommended that you use an
instance that serves Interactive Workforce.

Insert your Solution Series CD ROM

Click 'Install ServletExec 5.0'
On the Installation CD instructions that display, click 'Install ServlietExec.'

If you are installing the media using Terminal Server, the "Getting Started” page will not
display. Accessthe CD ROM drive to view the " Getting Started" page.

Click Next
Click the Next button to continue with the install

Select Setup Type
Select the option 'Install a ServletExec AS Instance' and click Next to continue.

Click Yes
Click the Y es button to accept the License Agreement

Click Next to continue
Click the Next button to continue with the install

Choose the destination folder
It is not required but recommended that you install the application in the default directory.

C:\Program Files\New Atlanta\ServietExec AS

Enter Servlet Exec Instance Name

Enter aname to uniquely identify the ServletExec Application Server instance and click
Next to continue.

Select the setup type
Select 'Microsoft 11S or PWS' setup type and click Next to continue.

Click OK
Click OK on the dialog indicating that | SS admin will be shut down.

Choose destination location for servlet adapter
Enter the path for the location of the ServletExec adapter.dil and click Next to continue.

Enter the port number
Enter the port number you wish this ServletExec instance to use. Y ou may choose any port,
but accepting the suggested default port is recommended.

Click Next to confirm installation
Click Next at the confirmation dialog to complete the installation.

30
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14, Enter username and password
Enter the username and password for this ServletExec instance to control access to the
administration pages. Thisis the username and password that users will be prompted to
enter when attempting to access the administration pages. Click the Next button to continue
with theinstall

15. Click Yes
In the dialog box that asksif you want to install the ServletExec instance asan NT service,
click Yes.

16. Click OK
Click OK on the information dialog that appears.

17. Click Finish
Click Finish to complete the installation of ServletExec.

Move the srvevents.war file

Move the Server Events 'SRVEVENT.war' file out of the installation directory. The
destination location depends on which servlet engine you are using.

ServletExec
Move the file to the following filepath:

.\<ServletExec install dir>\<instance name>\webapps\default

(where'..\" isrelative to where you have installed ServletExec and <instance name> is the
instance name.)

Restart IIS and the servlet engine
Perform the following steps:

Stop and restart IIS

Y ou must stop and restart the Internet Information Service (11S) for these changes to take
effect. This can be done from the Services panel. To access the Services panel, execute the
following:

Start > Settings P> Control Panel P> Administrative Tools P> Services

The Service dialog displays.
1. Right-click on the World Wide Web service name.
2. Choose Restart from the menu list.

3. Wait for services to shut down and restart automatically.
(When the dialog closes, restart is complete.)

To restart ServletExec, execute the following:
Start > Settings P> Control Panel P> Administrative Tools P> Services
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Start ServletExec
1. Find theinstance of ServletExec that was previously modified for the Server Events.
2. Click the Start Service icon on the menu or right-click and select the Start option.

When you start ServletExec during theinstall, it will expand the .war file to create the files
needed to run the Server Events Service. In ServletExec, the eCyborg Server Eventsfile
will be expanded into the following directory:

.\<ServletExec install dir><Instancename>\ServletExecData\default\srvevent\war

Important! Please be patient while the .war file expands.

Configure the Server Events environment

Before attempting the steps below, ensure you are logged on to the back end server
machine with the user id and password you defined in Phase 2.

The service will work with environmentsin exactly the same way as the Admin Client--
through the Connection Editor. The service will support many options including multiple
environments, suspend, resume option, and so forth. The options are part of the Service
Control Panel Application for events. The Control Panel applet also feeds environment
details to the Web application (which is discussed |ater). This enables users to connect to
the Web application for the viewing of any generated letters. To set up your environment,
perform the following steps:

Launch the Connection Editor
To launch the Connection Editor, execute the following:

Start P> Programs P> Solution Series 52 Server Events P> Connection Editor

The Cyborg Connection Editor dialog opens.

Click New...
Click the New button to set up anew configuration.

Identify the name of the new connection
Leave Cyborg Application Service selected in the Type drop-down list box. Type the name
of the connection you are creating in the Name text box.

Add New Connection

| Type: IEybﬂrg Application Service :__i :
| | Cancel

| Mame: ll i
| Help

il

Click OK
The Add Connection Properties dialog displays.

32
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Enter the configuration details
Type the configuration details under Connection Properties on the Add Connection
Properties dialog box.

The Solution Seriesinstalled on a Windows or UNIX platform:

Item Description

Host (Thisisthe Host | Identify the name of the server or useits IP address
name of The Solution
Series Application
Server.)

Port Identify the port address of the server. The port address of
9888 has been registered for the Cyborg Application Server
(CAS). Be sure to use the same port set up on the server.

Environment Identify the environment name (up to 8 characters) on the

server. Examples are: CYBPROD, CYBTEST, and so on (see
the environment name on your configuration worksheet).

Be Cyborg User Accept the default entry of Yes to enable the Cyborg User.
Encryption The default entry is No. If Yesis entered, the sign-on data sent
between the client and the server will be encrypted.
Solution Series The application name and 1D number for The Solution Series
Application ID application. This application ID is configured to 2.
FILEO1 Application The application name and 1D number for the CYBIO
ID application. This application ID is configured to 3.
Server Username Leavethisfield blank.
Server Password Leavethisfield blank.
Click OK
The connection properties are specified.
Click Close

The connection between the server and the client has been established.

Configure the Server Event Service

Note:

After defining the environments for the Connection Editor, configure the Event Service by
following these steps. This must be done with the Administrative account you configured in
Phase 2 of thisinstallation. Y ou can use the 'Run As' option to accomplish this.

Access the Cyborg Event Service dialog
To access the Cyborg Event Service dia og, execute the following:

Start > Settings > Control Panel P> Cyborg Event Service

Remember to use the 'Run As option.
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Note:
10.

Select Run the program as the following user
In the Run as Other User dialog box, select the radio button, 'Run the program as the
following user'.

Enter the User name and password
Enter the user name and password you established in Phase 2 for the Administrative
account.

Enter the Domain
Enter the name of the server or Domain where the account resides.

Click OK
The Cyborg Event Service dialog opens.

Enter the Event Data Root information
Click the Generd tab. In the Event Data Root text box, enter the path to the install directory
for the Server Event files. Y ou can a so browse to files to select the path information.

Enter the Web Application Root information

In the Web Application Root text box, enter the path to the directory where the Web
Application for letters files has been stored. Thisisthe directory where the Server Event
.war file was expanded:

..\<instance name>\servletexec data\default\srvevent\war

Y ou can also browse to files to select the path information.

Enter the Username and Password

In the Service Owner portion of the dialog, enter the use rname and password you
established for the new user in Phase 2.

Select the environment for the server events
Click the Environment Setup tab on the dialog. Select the environment you want to
configure from the drop-down box.

Environments are connections established in the Connection Editor.

Select the service module
From the list of Available and active event service modules, check Server Events.

= |f the check box is grey (disabled), the selected environment has not yet been set-up for
the module.

= |f the check box is checked, the environment is both set-up and enabled for the service
to execute server-based events.

= If the check box is unchecked and not disabled, the environment is not active
(suspended), and will not process server events.
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11.

Double-click the service module or click Setup

To continue configuring the eCyborg event service, double click Cyborg Server Events
Service. The Setup dialog for the environment opens.

= The Suspend and Resume buttons close and open the connection to the selected
environment, therefore, suspending and resuming server events for the chosen
environment.

= The Remove button removes the associated environment from Server Events.

—E nvironment Settings

| Solution Series Username I

S olution Series Password I *****

| Email Address for eror notification icyborg_user@cnmpany.com

T emplate Path I\\ servnametemplate_dir _I
HH:r

Interyval 000 [~ Debug information

Global Settings - Emait

| Chanaing any of the sethngs below will be applied ta all environments.

: (" Dutlook
| (& Lotus Mates

Glabal Ernail Address for emar notification I|

| 0K | Cc;nncel .

Enter the appropriate information in the dialog:

Field Use

Solution Series Username Needed to log on to the environment and process server
events. Thisis normally done by the security officer.

Solution Series Password Needed to log on to the environment and process server
events. Thisis normally done by the security officer.

Email Address Used to notify user of any errors that occur during the

processing of server based events. An email is sent
detailing the error. This option overrides the global
email notification in the Global Settings area of the
diaog. Verify using the Back End email client--access
with the Messaging Test Tool.
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12.

Field Use

Template Path Path to a directory where event templates are held for
email and |etter generation, the same directory as set-
up viathe Solution Series SCOPTS form.

Note: The Template Path you enter here should be the
same path entered on the System Options form
(SCOPTS). The same format here must be placed in the
SCOPTS. All letter events, however, will use the
directory regardlessif the event is administrative
client-based or server-based.

Interval Setting to which server events will process any pending
server events triggered viathe Administrative Client,
Web Client, Web Collaboration or Interactive
Workforce. The format is 99:99 (hours and minutes).
This should be indicated in minutes initially (00:05 for
5 minutes).

Debug information checkbox | Used to write to the CybDebug.bin file as used within
the Administrative Client.

Global settings: Email Selects which email systemisto use.

Global Email Address Address to send an email if an error occurred during
the server event process. This option will beignored if

an environment email notification has been set.

Save the configuration information
Click OK to save the configuration information, or click Cancel if you do not want to save
your changes.

Start the Server Event Service

1.

Note:

Launch the eCyborg Server Event Service
To access the Cyborg Event Service, execute the following:

Start P> Settings P> Control Panel P> Administrative Tools P> Services
Select the service
Locate and double-click the 'Cyborg Event Service' entry in the Service option list.

Select the startup type
Select 'Automatic' as the startup type.

Click Start
The Service starts.

Click OK

You must restart the Event Service if there are any environment properties changes or if
any additional Server Event environments are added.

36
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Configure the Web Client

Note:

Perform this task only if you have the Web Client configured and running on your
environment.

To ensure that the Web Client can generate Server Events, follow these steps:

Access the Connection Editor for the Web Client as the Administrator
Log on to the Web Client as the administrative user to access the Connection Editor.

Select the Web Client Connection
Select the Web Client connection you are using for Server Events, and click Modify.

Enter the path to the Event Server

In the Event Server text box, enter the path to the server on which Server Events was
configured, for example:

http://<hostname>/srvevent

Click OK
Click OK to save your changes or Cancel if you do not want to save your changes.

Back End Directory Structure

Once installed, the Event Service creates severa directories—or folders—on the back end
server. The most important of these is the environments folder. The environments folder
contains afolder for each configured environment.

The configured environment folder contains a Letters folder. Within the Letters folder, an
encrypted user ID folder is created for each operator who triggers a server-based | etter
event. These user ID folders contain the back end letters.

The configured environment folder also contains the following files:

= FILECL32—thisfile handles event records from FILE51 (CBSV O on the Application
Server) and the back end server service

= PendingEvents.stamp—thisfile contains the last event record successfully processed,
enabling the service to maintain the cleanup of successfully actioned pending event
records

= CybDebug.bin—this file functions the same way it does in the Admin Client, assisting
in troubleshooting. This can be switched on for the environment through the control
panel.
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Event format and storage

Event Trigger Records

These records are stored on 80-Byte FILEOL records and cached locally using standard
FILECL caching methods. CBSVO/B must be changed so MCL records are created for the
new event records following any update to them.

Pending Trigger Records

These records reside on FILES1 records that contain form information needed to execute a
server-based event. The Solution Series creates these records if the form has been updated
and has server-based event records associated with the form. Pending triggers can also bein
the form of server-based Checklist pending type records.

Checklist Trigger Records
These records are written by the EVTMGR CSL program to both the Admin and Web
Client applications.

38
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APPENDIX A

Multiple installations of ServletExec

In This Appendix

Installing anew instance of SErVIELEXEC ... 42
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Installing a new instance of ServletExec

Note:

Note:

Note:

ServletExec isincluded with your license for the eCyborg Web Client. Install a new
instance of ServletExec to serve the Web Client software. The new instance allows you to
have one of the instances down for maintenance without affecting the other.

For theinitial installation, ServietExec may be installed in 'Unregistered’ mode. Whilein
Unregistered mode, ServietExec is limited to processing three (3) concurrent client
requests. The supplied ServietExec license must be applied to allow for more than the 3
concurrent Users.

Click 'Install ServletExec 5.0'
On the Installation CD instructions that display, click 'Install ServletExec 5.0'

If you are installing the media using Terminal Server, the "Getting Sarted" page will not
display. Accessthe CD ROM drive to view the " Getting Started” page.

Click Next to continue.

Select Setup Type
Select the option 'Install a ServletExec AS Instance' and click Next to continue.

Click Yes to accept the License Agreement

Enter Servlet Exec Instance Name
Enter a name to uniquely identify the ServletExec Application Server instance, for
example:

= WC52Test

Thisis a suggested name. If you want to use a different name, please be consistent.
Click Next to continue.

Select setup type
Select 'Microsoft 11S or PWS' setup type.

Click Next to continue.

Enter the port number
Enter the port number you wish this ServletExec instance to use. It is recommended that
you accept the default that is shown in the dialog.

Click Next to continue.

Click Next to confirm installation
Click Next at the confirmation dialog to complete the installation.

Enter Username and Password

Enter the username and password you wish this ServletExec instance to use to access the
admin pages for this instance.

Click Next to continue.

42
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10.

11.

Click Yes
In the dialog box that asks if you want to install the ServletExec instance as an NT service,
click Yes.

Click OK
Click OK on the information dialog that appears.

Click Finish
Click Finish to complete the installation of ServletExec. Y ou may view the README file.
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APPENDIX B

eCyborg.war file replacement
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Replacing the eCyborg.war file

After the installation and configuration of the Web Client, you may want to replace the
ecyborg.war file with the delivered alternative .war file. This aternative file omits the
administrator pages.

Stop the instance of ServletExec for the Web Client
Perform the following procedures to stop the instance of ServletExec:

1. Access the Services applet
Make the following selections:

Start P> Setti ngs’ Control Panel B> AdministrativeTools P> Services
The Services control panel appears.

2. Open the ServletExec Service window

While still in the Services dialog, right-click on the appropriate instance entry in the
Services list box:

ServletExec-<Instance Name>

Select Properties to open the ServlietExec Service window.

3. Shut down the instance of ServletExec
If the serviceis running, select the ServletExec instance, right-click, and select Stop.

Rename the eCyborg.war file
Navigate to the directory where you installed the eCyborg.war file:
..\<ServletExec install dir>\<instancename>\webapps\default

where <instancename> is the name of the ServletExec instance that you installed. Rename
the existing eCyborg.war file to eCyborg_Admin.war.

Unzip the Web Server .war file

Unzip the eCyborg.war file to the Windows-based Web Application Server machine.
Extract the following file:

= eCyborg.war

For ServletExec, the files should be copied into the following filepath:

.\<ServletExec install dir>\<instancename>\webapps\default

where <instancename> is the name of the ServletExec instance that you installed.
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Restart and test ServletExec
Perform the following steps to restart and test ServletExec:

1. Access the Services applet
If the applet is not already open, access the Services control panel by making the following
selections:

Start > Settings P> Control Panel P> Administrative Tools P> Services

The Services control panel appears.

2. Restart the newly created instance of ServletExec
To restart the instance of ServletExec in the Services control panel, select the instance of
ServletExec, right-click and select Start.
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Installation overview

Note:

When installing the Collaborative Platform, you may be installing and configuring several
machines.

In the following diagram, the Web application server is a Windows machine; The Solution
Series application server is aso a Windows machine, but it could be a UNIX, or az/OS
machine—wherever you have installed The Solution Series.

The Solution Series server

The core of the system is The Solution Series server: CYBIO, CBSV O, the System Control
Repository (FILEO1), and the Employee Database (FILEO2). Along with these, the Cyborg
Application Service (CAS) isinstalled. The administrative solutions (Payroll
Administration, HR Administration, and so forth) reside on this server.

The Web application server
The software that generates the Collaborative Platform can be instaled on a separate
machine, referred to in this guide as the Web application server.

The Collaborative Platform is also installed on this server.

CAS must beinstalled on the Web application server for use by the Collaborative Platform
if the Application Server isa UNIX or ZOSmachine.
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Introduction

This chapter provides detailed ingtructions for installing and configuring the components of
the Collaborative Platform software on the Web Server.

Thisisatechnical chapter aimed at system administrators.

If your application server is not a Windows server, you must install the Cyborg Application
Service (CAS) on a Windows server to run the Collaborative Platform.

The Collaborative Platform SQL driver must be installed on the same Windows server on
which you installed CAS.
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Phase 1: Prepare for installation

Prerequisites

Considerations

This phase covers the following areas:

* Prerequisites
= Deéliverables

The software and hardware prerequisites for installing our products vary depending on your
platform and the modules you purchased. Some third-party software must be purchased and
installed before installing our products. To review hardware and software prerequisites for
installing our products, follow these steps:

Access the Hewitt Cyborg home page

In the Address area at the top of your browser, type www.hewitt.com/cyborg and then press
Enter.

Access the Customer Center
At the top of the home page click Customer Center Login.

Log in to the Customer Center

Click LOG IN, enter your User name and Password, and then either click OK or press
Enter.

Select Product Updates
On the left pane of the page, click Product Updates.

Select prerequisites for the Product/Version
On the right side of the pane, click the product/version you want to view and their
prerequisites.

Y ou should consider the following:

If you are using ServletExec as your servlet engine:

= Running Web Collaboration with the Web Client or I nteractive Workfor ce and
ServletExec
If you have installed the Web client or Interactive Workforce on the same Web server
as that on which you will be installing the Collaborative Platform, then you would have
aready installed ServletExec and will have a Java Runtime Environment (JRE).

If you do not ServletExec installed on your Web server, you need to install it and create
a ServletExec instance.

See also:

B Installing ServietExec (on page 8)
For instructions on installing ServietExec and creating a ServietExec instance.

Copyright © 1980 — 2006 Hewitt Associates LLC 7



Installing and Configuring the Collabor ative Platform 5.2

= Separate ServletExec instances
Y ou could decide to have three ServletExec instances (one for Interactive Workforce,
one for the Collaborative Platform, and one for the Web client). This will provide the
capability of stopping the ServletExec instance used by one application (for example,
Collaborative Platform) without affecting another application (for example, Interactive
Workforce or the Web client).

Thisis helpful if you need to perform maintenance on one application without affecting
the other applications.

If you are using Jakarta Tomcat as your servlet engine:

= Running Web Collaboration with the Web Client or | nteractive Workfor ce and
Tomcat
If you have installed the Web client or Interactive Workforce on the same Web server
as that on which you will be installing the Collaborative Platform, then you would have
aready installed Tomcat and will have a Java Runtime Environment (JRE).

If you do not have Tomcat installed on your Web server, you need to install it. You can
get this from the Jakarta website.

The impact of upgrading

If you have previoudly installed the Collaborative Platform, some of the existing files will
be replaced with files of the same name. If you have made any customizations to the
Collaborative Platform, be sure to make a backup of them or move them to another
directory so that they will not be overlaid by thisinstallation.

Additionally, the country.properties file should be removed prior to upgrading.

Installing ServletExec

Note:

Note:

n

Two licenses for ServletExec are included in your license for Interactive Workforce. These
licenses are for the Test and Production environments. The initial installation will be
installed with an unlicensed version of ServietExec. Asthis environment is used just for
testing the installation there is no need to allocate a license.

For theinitial installation, ServietExec may be installed in 'Unregistered’ mode. Whilein
Unregistered mode, ServietExec is limited to processing three (3) concurrent client
requests. Use the two supplied ServietExec licenses for the Test and Production
environments.

Click 'Install ServletExec'
On the Installation CD instructions that display, click 'Install ServlietExec.'

If you are installing the media using Terminal Server, the instruction page will not display.
Access the CD ROM drive to view the instruction page.

Click Next to continue
Select Setup Type
Select the option 'Install a ServletExec AS Instance' and click Next to continue.
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E

10.

11.

12.

13.

14.

15.

16.

Click Yes to accept the License Agreement

Click Next to continue

Choose the destination folder

We suggest that you install the application in the default directory, although thisis not
necessary.

C:\Program Files\New Atlanta\ServletExec AS

Enter Servlet Exec Instance Name

Enter aname to uniquely identify the ServletExec Application Server instance for the
Initial environment, for example:

Collab52

Click Next to continue.

Select setup type
Select 'Microsoft 11S or PWS' setup type and click Next to continue.

Click OK
Click Ok on the dialog indicating that 1SS admin will be shut down.

Choose destination location for servlet adapter
Enter the path for the location of the ServletExec adapter.dll.

Click Next to continue.

Enter port number
Enter the port number you wish this ServletExec instance to use. Y ou may choose any port,
but accepting the suggested default port is recommended.

Click Next to confirm installation
Click Next at the confirmation dialog to complete the installation.

Enter username and password

Enter the username and password you wish this ServletExec instance to use to control
access to the administration pages for this instance. Thisis the username and password that
users will be prompted to enter when attempting to access the administration pages.

Click Next to continue.

Click Yes

In the dialog box that asksif you want to install the ServletExec instance as an NT service,
click Yes.

Click OK
Click OK on the information dialog that appears.

Click Finish
Click Finish to complete the installation of ServletExec.
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Deliverables
Thefollowing isincluded:
1 CD-ROM labeled 'Collaborative Platform 5.2'
1 Installing and Configuring the Collaborative Platform 5.2 (this
guide)

Extract Collaborative Platform files
1. Insert the CD-ROM.
The Getting Started page automatically appears.

2. Scroll through the page to find the applicable links to the software
you will be installing and configuring.

HTML entry This chapter topic

Install the Cyborg Application Phase 2: Installing and configuring the

Service(CAYS) Cyborg Application service (CAS) ona
Windows Web application server

Install Collaborative Platform Phase 3: Installing and configuring the

SQL driver Collaborative Platform SQL driver

Install Collaborative Platform Phase 4: Installing and configuring the

"war' file Collaborative Platform
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Phase 2: Installing and configuring the Cyborg
Application Service on a Windows server

Note:

Install the CAS

This phase describes the installation of the Windows CAS. Y ou should perform the tasksin
this phase only if:

= Your application server is not running Windows.

or

= Your application server is running Windows, but you wish to isolate the Collaborative
Platform.

If your installation is a non-Windows platform, the SQL driver must beinstalled on a
Windows 2003 platform with the CAS.

This phase has the following tasks:

Install the CAS

Add Cyborg port to services
Create a cyborg user

Set up services

To install the CAS

1. Extract cybservd.exe (Service executable) and CybNTSvc.cpl (Cyborg Control Panel
applet) from the CAS _52.zip file to the Microsoft Windows System root directory.

2. Typethe following command from the Command prompt in the Microsoft Windows
System directory:

cybservd -install

3. Press Enter.

To uninstall the CAS

If you want to uninstall the Cyborg Application Service, complete the steps below:

Open the Services dialog from the Control Panel (Administrative Tools).

Select the 'Cyborg Application Service' entry in the Service option list.

Click Stop.

Close the dialog.

Type the following command from the Command prompt in the Microsoft Windows
System directory:

gprwdNE

cybservd -renove

6. Press Enter.
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Add Cyborg port to services

Edit the TCP/IP services file

Edit the TCP/IP services file (normally found in the Windows System directory —
\DRIVERS\etc\ SERVICES) to add an entry of ‘cyborg 9888 /tcp' (9888 is aregistered TCP
port #).

Note: The Cyborg services address should be placed in its numerical order.

Create a Cyborg user

1. Open the Windows New User dialog
Open the Windows Control Panel and make the following selections:

Administrative Tools > Computer Management P> Local Users and Groups Users

then right-click on Users and select New User.

pewuser 21|

User name: I

Eull name: I

Dezcriptior: I

Pazzword: I

LConfirm password: I

V¥ User must change password at nest logon
™| User cannot change password

™| Passwiord never expies

I~ Account iz dizabled

Create I Cloze |
2. Enter the username
Enter the username 'cyborg' and a description.
3. Clear the 'User Must Change Password at Next Logon' checkbox
4. Select the 'Password Never Expires' checkbox
5. Configure the cyborg user password

Note: It isimportant to set up a password because it will be required later by the Cyborg
Application Service (CAS). Note the use of upper and lower case for usein CASlater.
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6.

Click Create
The new user is now established. When you exit the New User dialog box, the cyborg user
appears in the Computer Management window.

Set up services for the environment

1.

Open the Cyborg Service dialog
The Cyborg Service dialog is accessed from the Control Panel.

Type the password for the Cyborg user

Click the General tab and type the Cyborg user password configured in the Service Owner
Password text box.

Select the Information check box

If not already selected, select the Information check box to alow you to view Cyborg
Application Service Startup and Shutdown messages and other basic errorsin the Event
Viewer. By default, this check box is selected.

(Optional) Select the Debug check box
Select the Debug check box to enable more advanced diagnostic features of the Cyborg
Application Service. This step is optional.

Add application

Select the Applications tab, and click New. Select Application... Complete the Cyborg
Application Service - Add Application dialog as follows:

Field Value
Id: 2
Description: e.g. ST Application

Configuration DLL: | Leave blank

Enabled checkbox Select

Click OK
Add new environment
Select the application created in Step 5. Click New and select Environment...

Enter Environment name

Type up to 8 charactersin the Environment field (for example, 'Test"). Add a meaningful
description in the Description field.

Enter the Working Directory

Type, or browse to, the Working Directory of the (Test) system (for example,
'C:\\CYBORG52\RUNS\).

Use this same directory for the FILEOL application.
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10.

11.

12.
13.

14.
15.

Enter the Program and Path
Type, or browse to, the full Program Path and program name of the batch file that starts up
CBSVO (for example, 'C:\CY BORG52\RUNS\Online.bat").

For the FILEO1 application, the full path and program name should be that of the batch file
that starts up CYBIO (for example, 'C:\CY BORG52\RUNS\Cyhio.bat")

Select Enabled
If not already selected, select the Enabled check box.

Click OK

Set up FILEO1 environment

Repeat steps 5-12 for the FILEOL application using an application ID of '3'in Step 5 with a
description for the FILEOL application (for example, 'FILEOL Application'), and in Step 7
highlight the FILEO1 application.

Click Apply
Click OK

14
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Phase 3: Installing and configuring the Collaborative
Platform SQL driver

Note:

Note:

The Collaborative Platform SQL driver implements standard JDBC interfaces that allow
The Solution Series forms to be accessed as database tables from Java code.

The Collaborative Platform SQL driver is made up of a Java component, an XML table
definition file, and the run.bat file.

A Collaborative Platform SQL driver application must be configured for each Solution
Series environment that is to be used by the Collaborative Platform.

If your installation is a non-Windows platform, the SQL driver must beinstalled on a
Windows 2003 platform with the CAS.

The SQL driver requires that the JDBC server application is running on the same computer
as the Windows CAS.

This phase has the following tasks:

= Configure the CAS with the Collaborative Platform SQL driver

= Set up the Collaborative Platform SQL driver services

= Create anew environment

= Start the CAS

The Collaborative Platform SQL driver isinstalled on the same server as the Windows CAS
in Phase 2: Installing and configuring the Cyborg Application Service on a Windows
server (on page 11).

Configure the CAS with the Collaborative Platform SQL driver

1.

Note:

Install the Java runtime
If you do not aready have a Java Runtime Environment (JRE) you need to install it now,
making sure that java.exe isin the path.

This can be verified from a command prompt by typing ‘java -version'. If the java.exe is not
in the path, then an error message will be displayed:
'java -version is not recognized as an internal or external command'

Create a JDBC directory
Create a directory, named JDBC, to receive the SQL files on the same server on which the
Windows CAS has been installed. For example:

c:\apps\jdbc

Extract the files from the JDBC_v52.zip file
Extract the SQL Driver filesinto the directory created in step 2.
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Set up the Collaborative Platform SQL driver services

1.

6.

Open the Cyborg Service dialog
The Cyborg Service dialog is accessed from the Control Panel.

Type the password for the Cyborg user

Click the General tab and type the Cyborg user password configured in in the Service
Owner Password text box.

Select the Information check box

If not already selected, select the Information check box to alow you to view Cyborg
Application Service Startup and Shutdown messages and other basic errors in the Event
Viewer. By default, this check box is selected.

(Optional) Select the Debug check box
Select the Debug check box to enable more advanced diagnostic features of the Cyborg
Application Service. This step is optional.

Add application

Select the Applications tab, and click New. Select Application... Complete the Cyborg NT
Service - Add Application dialog as follows:

Field Value
Id: 4
Description: SQL Driver

Configuration DLL: | Leave blank
Enabled checkbox Select

Click OK

Create a new environment

Note:

Note:

This task must be repeated for each environment that is to be used by the Collaborative
Platform.

Add new environment

Select the SQL Driver the application created in the previous task. Click New and select
Environment...

Enter Environment name

Type up to 8 charactersin the Environment field (for example, ‘cyborg52'). Add a
meaningful description in the Description field.

The name used in the Environment field must be the name of The Solution Series
environment that was created on the application server and the one to which you want to
connect for use of the Collaborative Platform.

16
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6.

Start the CAS

Note:
1.

arwn

Enter the Working Directory
The working directory must point to the location that contains the jdbcserver.jar file and
run.bat. Thisisthe directory in which you extracted the JDBC52.zip file.

Type, or browse to, the Working Directory where the SQL files were extracted (for
example, 'C:\Apps\jdbc)).

Enter the Program and Path
Type, or browse to, the full Program Path and program name of the batch file, run.bat.

Select Enabled
If not already selected, select the Enabled check box.

Click OK

Perform the following steps to start the CAS.
Administrative rights are needed to modify the startup type of the CAS.
Open the Services dialog from the Control Panel:

Control Panel P> Administrative Tools P> Services

Select the 'Cyborg Application Service' entry in the Service option list

Select 'Automatic' as the startup type
Click Start
Click OK

Copyright © 1980 — 2006 Hewitt Associates LLC
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Phase 4: Installing and configuring the Collaborative
Platform

This phase has the following tasks:

Unzip the Collaborative Platform WAR file

Add Collahorative Platform to ServlietExec.propertiesfile

Start ServletExec

Configure the Collaborative Platform

Modify the environment properties with the application server connection properties
Test the Web server

Unzip the Collaborative Platform .WAR file

Unzip the Collaborative Platform ".war' file to the Windows-based Web application server
machine.

Extract the following file contained in the ecp_v52.zip:

= ecp.war

ServletExec
Thefile should be extracted into the following filepath:

.\ServletExec\<instance_name>\Webapps\default

(where'..\"isrelative to where you have installed ServletExec and <instance_name> isthe
instance name.)

Tomcat
Extract the file into the following directory:

.\Tomcat\Webapps

(where'..\' isrelative to where you have installed Tomcat.)
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Add Collaborative Platform to ServletExec.properties

A ‘context' is a name that is mapped to a Web application. The default context of the
Collaborative Platform application is '/ecp'.

To install an application to a servlet container, the container and HTTP server must be
notified the 'context’ is available.

Add a context to the ServletExec.properties files
Add the context to the application parameter of the ServletExec.propertiesfile, located in
the following default location:

.\Inetpub\scripts
(where ".\'isrelative to the I1S installation)

In the following example, <web-ecp> is the name of the ServletExec instance used for the
Collaborative Platform.

servl et exec. web- ecp. host s=al |

servl et exec. web- ecp. appl i cati ons=/ eCyborg, / ecp, / eCybor ghel p
servl et exec. web- ecp. al i ases=/servlet,.jsp

servl et exec. web- ecp. i nst ances=127. 0. 0. 1: 8888

Stop and restart IIS

Y ou must stop and restart the Internet Information Service (11S) for these changes to take
effect. This can be done from the Services panel by making the following selections from
the Control Panel:

Control Panel P> Administrative Tools P Internet Services Manager

Thiswill bring up the Service dialog for |1S.

1. Right-click on the Web server name.

2. Choose Restart 1S from the drop down list or on the Option menu, chose Restart
Internet services.

3. Click OK.

4. Wait for services to shut down and restart automatically.
(When the box closes, restart is complete.)

Copyright © 1980 — 2006 Hewitt Associates LLC 19



Installing and Configuring the Collabor ative Platform 5.2

Start servlet engine

ServletExec:
To start ServletExec, open the Services dialog from the Control Panel:

Control Panel P Administrative Tools P> Services

1. Findtheinstance of ServletExec that was previously created for the Collaborative
Platform.
2. Click the Start Service icon on the menu or right-click and select the Start option.

When you start ServletExec during theinstall, it will expand the .war files to create the files
needed for running the Collaborative Platform.

The Collaborative Platform files will be expanded into the following directory:
.\<instance_name>\ServletExecData\default\ecp

(where'..\" isrelative to where you have installed ServletExec and <instance_name> isthe
instance name.)

Tomcat:
To start Tomcat, open the Services dialog from the Control Panel:

Control Panel P Administrative Tools P> Services

1. Find Apache Tomcat in the listing.
2. Click the Start Service icon on the menu or right-click and select the Start option.

When you start Tomcat during the install, it will expand the .war files to create the files
needed for running the Collaborative Platform.

The Collaborative Platform files will be expanded into the following directory:
.\Tomcat\Webapps\ecp\war

(where'..\" isrelative to where you have installed Tomcat.)

Important! Please be patient while the war file expands. To make sure expansion is complete, you may check to see
if the directories listed below have been created and popul ated.
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WAR directory structure

When the WAR file is expanded a subdirectory called 'WEB-INF' is created that contains
the following file and directories:

web.xml The Web application deployment descriptor

classes A directory that contains server-side classes, Servlets, and
utility classes

lib A directory that contains JAR archives of libraries used by the
server-side classes

conf A directory that contains the Collaborative Platform
configuration files, the view definition file, a data extraction
map and two XSLT stylesheets

Configure the Collaborative Platform

The Collaborative Platform uses the SQL driver to access Solution Series data.

Each data extraction map contains the database URL that identifies the Solution Series
environment from which datais retrieved.

The WAR file contains a sample data extraction map named PersonMap.xml (in the WEB-
INF\conf directory) in which the database URL points to an environment named 'Default'.

This URL should be modified so that it correctly identifies the environment you wish to
use.

The data extraction map is read each time the Collaborative Platform receives a request.

Any changes made to an extraction map are effective immediately after the file is saved.
Thereis no need to restart the Collaborative Platform after editing thefile.

Locate and edit PersonMap.xml

If the SQL driver is not running on the same machine as the Collaborative Platform, you
will need to replace 'localhost’ with the host name or IP address of a machine on which the
SQL driver has been installed.

Thefollowing XML fragment is taken from the sample data extraction map,
PersonMap.xml.

<dat abase url ="j dbc: cyborg: | ocal host/Defaul t"
driver="com cyborg.jdbc.client.Xnl Driver" >
</ dat abase>

Modify the environment name

The environment name is delivered as 'Default’ and should a so be modified so that it
corresponds to the name of a valid Solution Series environment as defined in Phase 3:
Installing and configuring the Collaborative Platform SQL driver.
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Modify the environment properties with the application server connection

properties
Note: Perform these steps on the server where the Collaborative Platform SQL driver isinstalled.
The properties file contains information needed for the SQL driver to connect to the
Solution Series environment.
The JDBC directory contains two files - default.properties and ibmdefault.properties.
1. Copy the default.properties or ibmdefault.properties file
If your application server isaWindows or UNIX platform, copy the Default.propertiesfile
to afile caled, for example, 'cyborg52.properties.’
If you are using a z/OS server, copy the ibmdefault.properties file to a new environments
file, for example, 'cyborg52.properties.
Note: The name must match The Solution Series environment name as defined in the SQL driver.
It must be the same as the URL.
The environment name must match the one set up earlier in the task Set up servicesfor the
environment (Windows server) (see " Set up services for the environment” on page 13).
2. Edit the new properties file
Edit the new copy of the propertiesfile created in Step 1 to add the information in the
following table.
Windows and UNIX
Edit the variablesin the file created in Step 1 as per environment requirements. The
following parameters must be defined.
Record your parametersin the 'Value' column below:
Parameter | Definition Example Value
Host Hostname HOSTNAME
of
application
server
Port Port for 9888
CAS
connections
of the
application
server
For example:
connect or =com cybor g. comms. t cpi p. CasConnect or
Host =HOSTNAME
Port =9888
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z/OS
The following parametersin thefile created in Step 1 must be defined.

Record your parameter in the 'Value' column below:

Parameter | Definition Example Value
IOR = Fully qualified c:\\genfac.ior
path of file or

containing generic
factory object
reference

c:\\apps\\genfac.ior
Note: Two back
sashesare
required for
defining the
directory structure.

For example:
| OR=c: \\apps\\genfac.ior

Test the Web server

Included in the ecp WAR fileis asimple client application that can be used to verify
correct installation of the Collaborative Platform Web Services application. The client
application can be accessed using an HTML page that is aso included in the WAR file.

1. Access the Collaborative Platform Web service
To run the client application, open a browser and access the following URL :

htt p: / / hosthame/ ecp/ r ead. ht m

Replace 'hostname’ with the name or 1P address of the machine on which the Collaborative
Platformisinstalled.

The default TCP/IP port used by HTTP serversis 80. If your HTTP server is not configured
to accept requests on the default port, you must include the port number in the URL.

For example:
http://host: 8080/ ecp/read. htm

2. Press Enter

If the application has been installed correctly, your Web browser will display an HTML
form, the fields of which will contain default values.

3. Review your environment details

Before submitting the form, ensure that the user name, password, company number, and
employee number fields contain values that are valid for your Solution Series environment.

4, Submit the form
Click Submit.
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If you receive aresponse similar to the following, the Collaborative Platform Web service
has been correctly installed.

creml varsion="1.0" encoding="UTF-3" 7>
- E0Ed=8ny:Envelope sminE soap-env="http:/ fschamas.smlsoap.ongfsoapsSenvalope Mo
LLpap-ans Headar /5
csoap-any:Body
sPayhaps
sHEOMNUmMbers 1=,HEOMN mbar=
<HourlyRate=0.0= HourlyRatax
<HarmElHours =4 0<MarmakHows:
cfPayMaps
< soag-anv:2ady s
cfsaap-any: Envalapes
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